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SCHOOL OF EDUCATION AND BUSINESS STUDIES 
DIPLOMA/CERTIFICATE IN INFORMATION COMMUNACTION TECHNOLOGY
UNIT CODE/UNIT NAME: DCT 029/CIT 007  NETWORK ESSENTIALS
JAN/APRIL 2026 END OF SEMESTER EXAMS -   Time: 2 Hours Lecturer: DENNIS. M.

INSTRUCTIONS:
Answer Question One (Compulsory) and any other two in Section B
SECTION A
QUESTION ONE (COMPULSORY) – 30 MARKS
1. Explain the following terms as used in computer networking:
      a) Computer Network
      b) Protocol
      c) Topology
      d) Bandwidth
      e) Router 									(5Marks)
2. State five advantages of computer networking. 				(5Marks)
3. Differentiate between:
        a) LAN and WAN 							(4Marks)
        b) Peer-to-peer and Client-server network models 			(4Marks)
4. Highlight four networking devices and state one function of each. 		(4Marks)
5. Identify four types of network topologies. 					(4Marks)
6. State four layers of the TCP/IP model. 					(4Marks)
SECTION B (30 MARKS)
QUESTION TWO
a) Explain the OSI reference model and describe its seven layers. 		(9 Marks)
b) Describe three types of network topologies and state one advantage and one disadvantage of each. 								(6Marks)
QUESTION THREE
a) Explain the functions of the following devices:
a. Switch
b. Router
c. Hub
d. Bridge
e. Modem 						(5Marks)
b) Discuss the different types of network transmission media under the following categories.
a. Guided media
b. Unguided media Give examples of each. 				(10Marks)
QUESTION FOUR
a) Describe the process of data communication in a network using the TCP/IP model. (8Marks)
b) Explain the importance of IP addressing in networking. 			(2Marks)
c) Explain the importance of layered network architecture. 		            (3Marks)
QUESTION FIVE
a) Explain why peer-to-peer networks are unsuitable for large organizations. (2Marks)
b) Suggest measures that can be implemented to secure a network.                  (5Marks)
c) Design a simple network for a small college computer lab with 20 computers. (Include devices needed and topology).          				(8Marks)
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