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SCHOOL OF PROFESSIONAI, STUDIES

BACHETOR OF INFORMATION COMMUNNCATION TECIINOLOGY

UNIT CODE/NAME: BCT 325: NETWORK SYSTEMS
ADMINISTRATION

January - April 202112022 End Semester Exarn - Tirne: 2 Hours

Instnuctions: Answer Question ONE (Compulsory) and any other TWO questions.

QUESTION ONE

a') Define the lbllowing terms in reiation to network administration

r. Network Analysis

ii. Boot loader

iii" Network Attached Storage

iv. Virrual servers

D ) r-xplarn anl,.threebenetits oi' efTicient tiata strrrage

c) State any six roles of network administrator

d) State the five parls cf a network analyzer

e) what are the advantages and disadvantages of client server computing?

(8 Marks)

(6 Marks)

(6 Marks)

(5 Marks)

(5 Marks)

QUESTION TWCI

ai Define opportunistic encrS,ption (1 Mark)
b) Explain any 3 encryption rnethods that a network aclministrator can use? (6 Vlarks)

c) Name fbur: basic net$rork topciogies. State the advantagcs and disacivantages oleach

(8 Marks)

Qt,ESTIOhl TI{I{.EE

a. Describe the fcllowing netn'ork management tootrs (4 Maryks)

i. l]rrent.",iewer

ii" Pertbrmance inonil.or

b. Descnbe anv three basic principies that guide syst(:nr ;xjministiators
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(5 Marks)



a
a

c. Fill the table below (5 Marks)

OSI reference

layer No

OSI Layer TCP/IP Layer TCP/IP

Example

Protocol

1 Ethernet, Ioken Ring. etc
,a

J Netr,vork

5,6"7 Application

Data linl< Data link

'fransport TCP. UDP

QUESTION FOUR

a) Poor usemame and password management is a typical problem in most enterydse

networks. While sophisticated, centralized authentication systems (discussed later) can

help reduce problems, there are basic guidelines that if follow'ed can irelp iremendously

What are the rules that govern the use of usemames and passwords in enterprrse

networks? (-l-Uarks)

b) A Well thought out security policres can si-enificantly increase the securitl' of a netu,ork.

While policies can be both compiex and cu-n-it ersome or trasic and straight forn'ard. it is

olien the simple aspects that prove most r:seful. Consider the combination of a centraiir,

managed anti-virus update system and a host scanner to detect new or out of ciate

systems. While this system rvould entail setup, central administration and softu,are

deployment capabilities, these are all generally available with today's Operating Systems.

In general,policies and ideally automatic enforcement tools help reduce the obvious holes

in svstem security so thatone can eoncentrate on the more complex issues. Assume that

you are the head of the netrvork administration deparlment of Scott University. The

unir ersity u,ishes to corne up u,'ith a nel.rvork security policy. What items would you

include in such a network security policy?

(6 Marks)

c) What are the five important consicieration:, rviren clesigning a netwolk'l (5 Marks)

QLTEST'I[}\ FtrVE

a) l)escr,be the following terms as relates 1o s1'steni ac1rninistration

Fage 2 r-rf 3

(2Marks)

\



{

Client

Serve:

b) With ihe help oi'.,i cLi;:gratt,. i-.:.l.reiL, i-iient Server Computing Archit,;ctur.e

c) What arr the characteristie s of ciieiir server architecture

11.

(6 Marks)

(4Marks)

d) State 3 cha.llenes of st'sten: admir:istration (3 Marks)

\=.

a
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